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Summary
The monlist feature in the network time protocol (NTP) daemon on Linux servers allows remote attackers to cause a denial of service (traffic
amplification) via forged requests.
This advisory summarizes the impact of the vulnerability for customers using products of Unify and the recommended countermeasures.
The risk is rated as medium.

Vulnerability Details
NTP is designed for time synchronization, and may also implement other features such as server administration, maintenance, and monitoring. NTP
relies on the user datagram protocol (UDP) to send and receive messages, which does not validate the source (IP address) of the sender.
In an NTP DRDoS attack the attacker sends a packet with their source address being the IP of a victim. The NTP server replies to this request, but the
number of bytes sent in the response is an amplified amount compared to the initial request, resulting in a denial-of-service on the victim.
(Source: US-CERT)
Mitre (cve.mitre.org) has assigned the id CVE-2013-5211 to this issue.
CVSS v2 Base Score for affected Unify products: 5.0 (AV:N/AC:L/AU:N/C:N/I:N/A:P)

Affected Products
The following products of Unify are delivered with a potentially vulnerable default configuration of the NTP server:
OpenScape Office MX V3 before V3 R3.10.0
HiPath 4000 V6: Assistant (before V6 R2.42.4) and CSTA (before V1 R13.203.1)
OpenScape 4000 V7: Assistant (before V7 R0.14.5) and CSTA (before V7 R0.205.3)

Recommended Actions
Install the following Unify product releases (or later versions) to resolve the vulnerability:
OpenScape Office MX: V3 R3.10.0 (release date: 2014-06-12)
HiPath 4000 V6:
Assistant: V6 R2.42.4 (release date: 2014-07-25)
CSTA: V1 R13.203.1 (release date: 2014-06-06)
OpenScape 4000 V7:
Assistant: V7 R0.14.5 (release date: 2014-07-15)
CSTA: V7 R0.205.3 (release date: 2014-06-06)
Note that for HiPath/OpenScape 4000, the update will completely disable the NTP service by default, as it is not required for proper operation of the
system.
Recommendation for Linux-based applications of Unify
(such as OpenScape UC application servers, Media Server, Common Management Platform, OpenScape 4000 Manager, OpenScape Business
S/Booster Server, OpenScape Office LX/HX, OpenScape Xpert System Manager):
Applications installed on Novell SUSE Linux Enterprise Server: apply the hardening
recommendations as provided by Novell (https://support.novell.com/security/cve/CVE-2013-5211.html. There are no known restrictions or other
side effects known for Unify application products
Applications installed on Debian Linux (OpenScape Xpert Multi Line Controller only): no explicit actions necessary, as the default installation of
Debian Linux is not susceptible to CVE-2013-5211
ntp.org provides a comprehensive guide for secure operation of NTP servers at: http://support.ntp.org/bin/view/Support/AccessRestrictions
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