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Summary

A vulnerability was discovered in Manager-E that allows to execute arbitrary code on the victim client, where Manager-E is installed.

Vulnerability Details

The vulnerability can be exploited by tricking the user to open a crafted .kds file.

At least Manager-E V7 and V8 are affected.

Affected Products

HiPath 3000/5000 Manager E, version V8 R4 and lower

Recommended Actions

Do not open .kds Files with HiPath 3000/5000 Manager E which you have received from untrusted sources.

Upgrade Manager E to V8 R5.0.0 or higher, which are not affected by this vulnerability.

Note that opening a corrupt .kds file may cause the application to crash.

References

None.

Credits: We like to thank Sofiane Talmat for reporting this issue.
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