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Summary

Two vulnerabilities in the web-based management of OpenStage SIP and HFA were reported, which allow to download parts of the phone's
configuration data and to upload files onto the phone without authentication.

Vulnerability Details

A vulnerability in the web-based management of OpenStage SIP and HFA allows to download parts of the configuration data on the phone without
authentication. A specially crafted URL can be used to bypass the admin login and download phone data like the user's phonebook or key settings.

Another specially crafted URL allows to upload arbitrary files onto the phone. However, up to now no possibility is known to take over control of the
phone by specially crafted files.

The non-IP phone variant OpenStage TDM is also affected, when the IP over USB interface is used.
There is significant lower risk with TDM phones, since this requires physical access to the phone using USB cable.

Affected Products

OpenStage SIP: V1 all versions, V2 < V2 R1.21.0
OpenStage HFA: V1 all versions, V2 < V2 R0.48.0
OpenStage TDM: V1 all versions, V2 < V2 R0.44.0

Recommended Actions

We recommend customers to upgrade OpenStage phones to at least the following versions:

OpenStage SIP: V2 R1.21.0
OpenStage HFA: V2 R0.48.0
OpenStage TDM:  V2 R0.44.0

Note that OpenStage V1 has already reached end of SW support; please consider an upgrade to the latest V2 version.

References

None.
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