
Security Advisory Report - OBSO-1108-01

OpenStage - password accessible in cleartext on webbased interface

Creation Date: 2011-08-22
Last Update: 2011-08-22
 

Summary

A vulnerability in the web-based management of OpenStage SIP was reported, which allows to read the currently configured passwords (e.g. for SIP
registration) in cleartext.

Vulnerability Details

The vulnerability affects various passwords that can be set as configuration parameters via the web-based management interface of both OpenStage
SIP and OpenStage HFA variants.

Note that exploitation of this vulnerability requires being logged on as admin in the phone's web-based management access.

The risk level is considered low: to gain knowledge about configured passwords, attackers first need to compromise administrators' browsers, then
tricking them to open the web-based management and access the relevant sites. In customer environments, where the administration of OpenStage
phones is done solely through a central administration tool (esp. OpenScape Deployment Service), the vulnerability is not relevant at all.

Affected Products

OpenStage SIP: V1 all versions; V2 R0, V2 R1
OpenStage HFA: V1 all versions; V2 R0

OpenStage TDM is not affected by this vulnerability.

Recommended Actions

We recommend customers to upgrade OpenStage phones to at least the following versions:

OpenStage SIP: V2 R1.28.0, any V2 R2 version, or higher
OpenStage HFA: V2 R0.57.0 or higher

Note that OpenStage V1 has already reached end of SW support; please consider an upgrade to the latest V2 version.

References

None.

Credits to Karim Elmaizi who had discovered and reported this vulnerability.
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a result of further development of the products. An obligation to provide the respective characteristics shall only exist if expressly agreed in the terms of contract. Availability and technical specifications
are subject to change without notice.
Unify, OpenScape, OpenStage and HiPath are registered trademarks of Unify Software and Solutions GmbH & Co. KG.

All other company, brand, product and service names are trademarks or registered trademarks of their respective holders.  

Powered by TCPDF (www.tcpdf.org)

 2 / 2

http://www.tcpdf.org

