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Security Advisory Report - OBS0O-1108-02

OpenScape UC Application - local access vulnerability via Web Client

Creation Date:  2011-08-23
Last Update: 2011-12-08

Summary

A vulnerability in OpenScape UC Application Web Client was detected that allows an attacker to access the UC server's local data using specially
crafted URLs.

The update of this advisory on 2011-12-08 includes the availability of a hotfix for OpenScape UC Application V4.

Vulnerability Details

This vulnerability affects the OpenScape UC Application Web Client, as well as the web-embedded Desktop client.
It is assumed that this vulnerability can be exploited to take over full control of the UC Application Server.

The risk level is therefore considered as high. Customers are asked to apply the described countermeasures as soon as possible.

Installations, where neither the Web Client nor the web-embedded Desktop client is used, are not affected.

Affected Products

e OpenScape UC Application V3 R1
e OpenScape UC Application V3 R2
e OpenScape UC Application V4

Recommended Actions

We recommend customers to apply the following hotfixes for OpenScape UC application server. When upgrading please take care about your specific
dependabilities with other products according to the compatibility matrix of the OpenScape solution:

e V3 R1is no longer sustained. Please upgrade to V3 R2.
e V3 R2.7.13 (DVD7 Hotfix 13) or V3 R2.8.5 (DVD8 Hotfix 5)
e V4R5.1.0

Customers which have already applied V3 R2.7.11 (DVD7 Hotfix 11) are already protected against this vulnerability; the application of Hotfix 13
however adds a second line of defense and is therefore strongly recommended.

References

None.

Revision History

2011-08-23: Initial release
2011-12-08: A hotfix for V4 is now available as well

Advisory ID: OBS0O-1108-02 (a=25), status: update release
Security Advisories are released as part of Unify's Vulnerability Intelligence Process. For more information see https://www.unify.com/security/advisories.
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