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OpenScape Branch / OpenScape SBC - Multiple Web Interface Vulnerabilities
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Summary

OpenScape Branch and OpenScape SBC contain four vulnerabilities that may result in an unauthenticated, remote attacker to cause a denial of
service or otherwise hack into the server, in the worst case.

Unify has released software updates that resolve these vulnerabilities.

Vulnerability Details
The four vulnerabilities are classified as:
e high risk: OS command execution vulnerability
e medium risk: path traversal vulnerability
e medium risk: non-permanent cross-site scripting vulnerability

® |ow risk: information disclosure

To avoid potential risks of attacks, confidentiality concerns and in order to expedite the process, no vulnerability details are disclosed.

Affected Products

e OpenScape Branch, all versions
e OpenScape SBC, all versions

Recommended Actions

We recommend that customers upgrade to at least the following versions:

e OpenScape Branch: V2 R0.32.0 or V7 R1.7.0
e OpenScape SBC: V2 R0.32.0 or V7 R1.7.0

Customers with OpenScape Branch V1 R4, should upgrade to V2 or higher.
If a customer is unable to upgrade as recommended at this time, an upgrade to at least V1 R4.17.0 will reduce the risk level of the OS command
execution vulnerability from high to medium: All unresolved issues in V1 R4.17.0 require prior authentication. Please follow the recommendations in

the Security Checklist of OpenScape Branch/SBC how to harden the access to the web interface, esp. configuring individual and complex passwords
for all enabled accounts.
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None.
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