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HiPath 4000/OpenScape 4000 - Unauthenticated write access to file system
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Summary

A vulnerability in the NFS configuration of HiPath 4000 V6 R2 and OpenScape 4000 V7 was reported that allows unauthenticated remote attackers to
upload arbitrary files to the system.

The risk is rated medium (CVSS Base Score: 5.8).

Vulnerability Details

This vulnerability is only relevant when separated duplex systems are deployed.
It affects the associated quorum server, where the unprotected NFS share is provided.

Attackers may exploit this vulnerability by uploading or modifying files on the server. This could potentially be used to launch further attacks that affect
the availability, integrity or confidentiality of the HiPath/OpenScape 4000 solution.

Affected Products

e HiPath 4000 V6 R2
e OpenScape 4000 V7

Earlier versions of HiPath 4000 are not affected.

Recommended Actions
To solve the vulnerability, upgrade the HiPath/OpenScape 4000 platform (Novell SLES):

¢ HiPath 4000 V6 R2 to V6 R2.15.1 (Hotfix HF003496, released: 2013-12-06) or later
e OpenScape 4000 V7 to V7 R0.12.2 (Hotfix HF003497, released: 2013-12-23) or later

Recommended mitigation measures for existing installations:

¢ Disable the NFS share on the quorum server
e Connect the quorum server via the Corosync LAN, instead of the Customer LAN
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