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Security Advisory Report - OBS0O-1505-03

OpenScape UC Web Client and Desktop Client - Cross-Site Scripting (XSS) Vulnerability

Creation Date:  2015-05-22
Last Update: 2015-05-22

Summary

The Web Client in OpenScape UC Application V7 R2 before V7 R2.1.7 contains an output sanitization error in the instant messaging window. This
may enable authenticated attackers to perform cross-site scripting attacks against other legitimate users of the UC Instant Messaging function.

The risk is rated as "medium".

Vulnerability Details
The Web Client contains an output sanitization error (as defined in the Common Weakness Enumeration CWE-116) when processing html code in the
instant messaging window.

Authenticated attackers may be able to send specially crafted html messages to other users that run a vulnerable version of the Web Client or Desktop
Client (web embedded). This could lead to cross-site scripting attacks against legitimate users of the UC Instant Messaging function.

Risk level: medium
CVSS Base Score: 4.0, CVSS Temporal Score: 3.1
CVSS v2 Vector (AV:N/AC:L/Au:S/C:N/I:P/A:N/E:POC/RL:OF/RC:C)

Affected Products

e OpenScape UC Application V7 R2 before V7 R2.1.7
Both Web Client and Desktop Client (web embedded) are affected

OpenScape UC Application V7 R1 and earlier versions are not affected.

Recommended Actions

Upgrade to OpenScape UC Application V7 R2.1.7 (release date: 2015-04-24) or later to solve this vulnerability.

References

Mitre: Common Weakness Enumeration CWE-116

Revision History

2015-05-22: Initial release

Advisory ID: OBSO-1505-03 (a=113), status: general release
Security Advisories are released as part of Unify's Vulnerability Intelligence Process. For more information see https://www.unify.com/security/advisories.
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