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Security Advisory Report - OBS0O-1508-01

OpenScape Contact Center CDSS - Multiple vulnerabilities fixed in V8 R2.10.11192

Creation Date:  2015-08-05
Last Update: 2015-08-05

Summary

OpenScape Contact Center Call Director SIP Service (CDSS) V8 R2.10.11192 ("V8 R2 GP 10") as released on 2015-07-24 includes a significant
update of the CDSS appliance's operating system to fix a number of security vulnerabilities.

The potential risk for existing CDSS installations before V8 R2.10.11192 has not been evaluated in detail for every vulnerability. However, no
high risk vulnerabilities were identified. Therefore the residual risk rating for older versions of CDSS is set to "medium" as a worst-case assumption.
Nevertheless, we recommend customers to upgrade to this version or any later version of CDSS at the earliest opportunity.

Vulnerability Details

OpenScape Contact Center Call Director SIP Service (CDSS) V8 R2.10.11192 delivers an updated linux-based operating system platform, including
associated latest security updates for all platform packages (wherever relevant to the CDSS appliance).

The high number of vulnerabilities that are fixed by this platform upgrade prevents from describing them in detail in this Security Advisory. Please refer
to the list of associated CVE IDs below, which includes the links to the appropriate vulnerability descriptions at the US-NIST National Vulnerability
Database (NVD).

Since no high risk vulnerabilities were identified, the residual risk rating for older versions of CDSS is set to "medium" as a worst-case assumption.

Note: Aside of the vulnerability fixes, V8 R2.10.11192 also contains the appropriate Linux kernel updates to prevent from potential outages
caused by future leap seconds.

Leap seconds may be announced in future by the Earth Orientation Center via a Bulletin C, following the last leap second that

happened on June 30, 2015 (see OBS0O-1505-01 for details and further background information).

List of Vulnerabilities fixed in V8 R2.10.11192:

1. CVE-2002-2443, 2. CVE-2006-2607, 3. CVE-2006-7250, 4. CVE-2008-1420, 5. CVE-2008-4225, 6. CVE-2008-4226

7. CVE-2008-4316, 8. CVE-2008-4409, 9. CVE-2008-4989, 10. CVE-2008-5077, 11. CVE-2009-0035, 12. CVE-2009-0037,

13. CVE-2009-0159, 14. CVE-2009-0163, 15. CVE-2009-0186, 16. CVE-2009-0316, 17. CVE-2009-0590, 18. CVE-2009-0591

19. CVE-2009-0688, 20. CVE-2009-0696, 21. CVE-2009-0789, 22. CVE-2009-0844, 23. CVE-2009-0845, 24. CVE-2009-0846

25. CVE-2009-0847, 26. CVE-2009-0946, 27. CVE-2009-1210, 28. CVE-2009-1252, 29. CVE-2009-1267, 30. CVE-2009-1268,

31. CVE-2009-1269, 32. CVE-2009-1377, 33. CVE-2009-1378, 34. CVE-2009-1379, 35. CVE-2009-1386, 36. CVE-2009-1387

37. CVE-2009-2285, 38. CVE-2009-2347, 39. CVE-2009-2417, 40. CVE-2009-2624, 41. CVE-2009-2625, 42. CVE-2009-2820

43. CVE-2009-3241, 44. CVE-2009-3242, 45. CVE-2009-3243, 46. CVE-2009-3295, 47. CVE-2009-3297, 48. CVE-2009-3379,

49. CVE-2009-3553, 50. CVE-2009-3560, 51. CVE-2009-3720, 52. CVE-2009-3939, 53. CVE-2009-4022, 54. CVE-2009-4026

55. CVE-2009-4027, 56. CVE-2009-4131, 57. CVE-2009-4138, 58. CVE-2009-4212, 59. CVE-2009-4536, 60. CVE-2009-4538

61. CVE-2009-5029, 62. CVE-2009-5044, 63. CVE-2009-5080, 64. CVE-2009-5081, 65. CVE-2010-0001, 66. CVE-2010-0283,

67. CVE-2010-0393, 68. CVE-2010-0405, 69. CVE-2010-0424, 70. CVE-2010-0540, 71. CVE-2010-0542, 72. CVE-2010-0624

73. CVE-2010-0628, 74. CVE-2010-0740, 75. CVE-2010-0742, 76. CVE-2010-0750, 77. CVE-2010-1146, 78. CVE-2010-1163

79. CVE-2010-1205, 80. CVE-2010-1320, 81. CVE-2010-1321, 82. CVE-2010-1322, 83. CVE-2010-1323, 84. CVE-2010-1324,

85. CVE-2010-1436, 86. CVE-2010-1455, 87. CVE-2010-1633, 88. CVE-2010-1641, 89. CVE-2010-1646, 90. CVE-2010-1748

91. CVE-2010-2065, 92. CVE-2010-2066, 93. CVE-2010-2067, 94. CVE-2010-2233, 95. CVE-2010-2497, 96. CVE-2010-2529

97. CVE-2010-2547, 98. CVE-2010-2761, 99. CVE-2010-2805, 100. CVE-2010-2891, 101. CVE-2010-2939, 102. CVE-2010-2941,
103. CVE-2010-2942, 104. CVE-2010-2954, 105. CVE-2010-2955, 106. CVE-2010-2993, 107. CVE-2010-3053, 108. CVE-2010-3054
109. CVE-2010-3081, 110. CVE-2010-3296, 111. CVE-2010-3297, 112. CVE-2010-3298, 113. CVE-2010-3301, 114. CVE-2010-3310
115. CVE-2010-3311, 116. CVE-2010-3430, 117. CVE-2010-3431, 118. CVE-2010-3445, 119. CVE-2010-3609, 120. CVE-2010-3613,
121. CVE-2010-3614, 122. CVE-2010-3615, 123. CVE-2010-3814, 124. CVE-2010-3853, 125. CVE-2010-3855, 126. CVE-2010-3864
127. CVE-2010-4020, 128. CVE-2010-4021, 129. CVE-2010-4022, 130. CVE-2010-4300, 131. CVE-2010-4301, 132. CVE-2010-4352
133. CVE-2010-4410, 134. CVE-2010-4411, 135. CVE-2010-4494, 136. CVE-2010-4538, 137. CVE-2010-4665, 138. CVE-2010-4777,
139. CVE-2010-5298, 140. CVE-2011-0010, 141. CVE-2011-0014, 142. CVE-2011-0020, 143. CVE-2011-0024, 144. CVE-2011-0064
145. CVE-2011-0192, 146. CVE-2011-0226, 147. CVE-2011-0281, 148. CVE-2011-0282, 149. CVE-2011-0284, 150. CVE-2011-0285
151. CVE-2011-0343, 152. CVE-2011-0414, 153. CVE-2011-0460, 154. CVE-2011-0461, 155. CVE-2011-0538, 156. CVE-2011-0541,
157. CVE-2011-0711, 158. CVE-2011-0712, 159. CVE-2011-0713, 160. CVE-2011-0997, 161. CVE-2011-1020, 162. CVE-2011-1098,
163. CVE-2011-1138, 164. CVE-2011-1139, 165. CVE-2011-1140, 166. CVE-2011-1143, 167. CVE-2011-1154, 168. CVE-2011-1155
169. CVE-2011-1167, 170. CVE-2011-1180, 171. CVE-2011-1485, 172. CVE-2011-1521, 173. CVE-2011-1527, 174. CVE-2011-1528,
175. CVE-2011-1529, 176. CVE-2011-1530, 177. CVE-2011-1577, 178. CVE-2011-1581, 179. CVE-2011-1590, 180. CVE-2011-1591
181. CVE-2011-1592, 182. CVE-2011-1907, 183. CVE-2011-1910, 184. CVE-2011-1944, 185. CVE-2011-1951, 186. CVE-2011-1957
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631. CVE-2014-9322, 632. CVE-2014-9402, 633. CVE-2014-9419, 634. CVE-2014-9420, 635. CVE-2014-9421, 636. CVE-2014-9422
637. CVE-2014-9423, 638. CVE-2014-9428, 639. CVE-2014-9447, 640. CVE-2014-9488, 641. CVE-2014-9495, 642. CVE-2014-9496
643. CVE-2014-9584, 644. CVE-2014-9585, 645. CVE-2014-9622, 646. CVE-2014-9655, 647. CVE-2014-9656, 648. CVE-2014-9657
649. CVE-2014-9658, 650. CVE-2014-9659, 651. CVE-2014-9660, 652. CVE-2014-9661, 653. CVE-2014-9662, 654. CVE-2014-9663
655. CVE-2014-9664, 656. CVE-2014-9665, 657. CVE-2014-9666, 658. CVE-2014-9667, 659. CVE-2014-9668, 660. CVE-2014-9669
661. CVE-2014-9670, 662. CVE-2014-9671, 663. CVE-2014-9672, 664. CVE-2014-9673, 665. CVE-2014-9674, 666. CVE-2014-9675
667. CVE-2014-9679, 668. CVE-2014-9683, 669. CVE-2015-0204, 670. CVE-2015-0205, 671. CVE-2015-0206, 672. CVE-2015-0209
673. CVE-2015-0245, 674. CVE-2015-0261, 675. CVE-2015-0275, 676. CVE-2015-0286, 677. CVE-2015-0287, 678. CVE-2015-0288
679. CVE-2015-0289, 680. CVE-2015-0293, 681. CVE-2015-0294, 682. CVE-2015-0559, 683. CVE-2015-0560, 684. CVE-2015-0561
685. CVE-2015-0562, 686. CVE-2015-0563, 687. CVE-2015-0564, 688. CVE-2015-0777, 689. CVE-2015-0840, 690. CVE-2015-0973
691. CVE-2015-1158, 692. CVE-2015-1159, 693. CVE-2015-1345, 694. CVE-2015-1421, 695. CVE-2015-1472, 696. CVE-2015-1547
697. CVE-2015-1572, 698. CVE-2015-1593, 699. CVE-2015-1781, 700. CVE-2015-1782, 701. CVE-2015-1788, 702. CVE-2015-1789
703. CVE-2015-1790, 704. CVE-2015-1791, 705. CVE-2015-1792, 706. CVE-2015-1798, 707. CVE-2015-1799, 708. CVE-2015-2042
709. CVE-2015-2150, 710. CVE-2015-2153, 711. CVE-2015-2154, 712. CVE-2015-2155, 713. CVE-2015-2187, 714. CVE-2015-2188
715. CVE-2015-2189, 716. CVE-2015-2190, 717. CVE-2015-2191, 718. CVE-2015-2192, 719. CVE-2015-2325, 720. CVE-2015-2326
721. CVE-2015-2666, 722. CVE-2015-2806, 723. CVE-2015-2830, 724. CVE-2015-3143, 725. CVE-2015-3144, 726. CVE-2015-3145
727. CVE-2015-3148, 728. CVE-2015-3153, 729. CVE-2015-3202, 730. CVE-2015-3216, 731. CVE-2015-3236, 732. CVE-2015-3237
733. CVE-2015-3808, 734. CVE-2015-3809, 735. CVE-2015-3810, 736. CVE-2015-3811, 737. CVE-2015-3812, 738. CVE-2015-3813
739. CVE-2015-3814, 740. CVE-2015-3815, 741. CVE-2015-4000, 742. CVE-2015-4041, 743. CVE-2015-4042, 744. CVE-2015-4651
745. CVE-2015-4652

Affected Products

e OpenScape Contact Center Call Director SIP Service, all versions before V8 R2.10.11192

Recommended Actions

Security Vulnerabilities:
No individual recommendations to mitigate any of the reported vulnerabilities are provided. The OBSO considers it as the safest for customers to
upgrade OpenScape Contact Center Call Director SIP Service (CDSS) to V8 R2.10.11192 or later at the earliest opportunity.

Future Leap Seconds:
From current point of view, no special attention need to be taken in the case of future leap second events in the years 2016ff.

References

Security Vulnerabilities: See list of vulnerability references in the"Vulnerability Details" section above.

Future Leap Seconds: Bulletin C at http://hpiers.obspm.fr/eop-pc/index.php?index=bulletins
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