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Appendix: Default Phone Certificates for OpenStage and OpenScape Desk Phone IP - web
based management interface (https/443)

Creation Date:  2015-11-30
Last Update: 2015-11-30

Summary

This appendix to Unify Security Advisory OBSO-1511-02 includes the certificates (incl. their private keys) as used by default on all OpenStage /
OpenScape Desk Phone IP phones provided by Unify.

Important Note: It is usually not advised to publish private keys associated with any X.509 certificate!
This document however emphasizes that these particular private keys are treated as "compromised by design". Therefore, the associated certificate
should never be considered trusted.

For more information refer to Unify Security Advisory OBS0-1511-02 at https://www.unify.com/security/advisories

Vulnerability Details
Certificate #1:

e Valid since: 2013-10-15

Reason: Initial creation due to Company Rebrand (Siemens Enterprise Communications -> Unify)

Fingerprint: 2a370dcbc318c5d6178a7f7bd00530ca99276f3e

subject=/C= /O=Unify GmbH & Co. KG/CN=Default Certificate for OpenStage/Desk Phone IP - please update
issuer=/C= /O=Unify GmbH & Co. KG/CN=Root CA Certificate for OpenStage/Desk Phone IP - please update

————— BEG N CERTI FI CATE- - - - -

M | C3DCCAKWAWM BAgl JACS1LKZhSYi vIVAOGCSqGSI b3DQEBBAUAMHUX Cz AJBgNV
BAYTAI AgMRw\Gy YDVQQKFBNVbm neSBHbWII | CYgQR8ul Et HMUgwRg YDVQQDEZ9S
b2901 ENBI ENl cnRpZm j YXRI | GZvci BPc GVuU3RhZ2Uv RGVz ay BQaGOuZSBJ UCAt

| HBs ZWFz ZSB1 ¢ GRhd GUwHh ¢ NMT Ik MDELMTUmMVE | 2VWhc Nz Mk MDELMTUMVE | 2W B1
MBWCQYDVQQGEW gl DEc MBoGALUEChQTVW\bpZnkgR21i SCAM ENvLi BLRzFI MEYG
ALUEAXM RGVMYXVsdCBDZXJ0aWZpY2F0ZSBrb31 gT3Bl bl NOYWdI LOR c2sgUChv
bmJg SVAgLSBwbGVvhc2Ugd XBk YXRI M Gf MAOGCSqGS| b3 DQEBAQUAA4GNADCBI QKB
gQC8t RXUsi J&ESf B5JdSwWOdOBNFvchX8LQnBx50LNQUgwWK9pj Chx9vn/ vd3pokt

OvmAK/ mMADnT YLM 9HTi sl F2r f r A3Xt r odWOvbpsaYi i XGy451 UNvgRHr t RKghKXw
j y7Mc3HuZear 6FKW 75gdi zBr a1Nj aHK9XHLORKFZJaBl wi DAQABo3Quwcj AdBgNV
HSUEFj AUBggr BgEFBQc DAQYI KwYBBQUHAW WEQYJYI ZI AYb4 QyEBBAQDAgTWVBOG
A1Ud DgQABBS89QNF8MpRnt v FWBe XN7x 3v USOW Af BgNVHSVEGDAWIBQyi qTHDu4d
y+nl JI Vc4f 1MLX7vQDANBgkghki GOWOBAQQOFAAOBYQCFUe8KgR/ / cBKJIF8P5f C5
z8Wa/ 6XkIxz0kGZX3Aq1WyEBW 1duToFYgur st BeXeMzZf ae3nSTnS6BI i | HCDT
doCOM EgdKuaaShEf BROP/ kHHA30z Y0i j PhgBf r GCun682UF7Tl L822BazV7oXY
nowf FxsH vOLRLI9VBSf Nug==

————— END CERTI FI CATE- - - - -

————— BEG N RSA PRI VATE KEY-----

M | CXAl BAAKBgQC8t RXUsi JG2ESF B5JdSwOdOBNFv chX8LQBx50LNQUaWK9pj Ch
x9vn/ vd3pokt 9vmAK/ mADnT YLM 9HTi sl F2r f r A3Xt r odWOvbpsaYi i XGy451 UNv
gRHr t RKghKXwj y7Mc3HuZear 6FKW 75gdi zBr alN aHK9XH1ORKFZJaBl Wi DAQAB
A0GBAI U1s5Z0t PubuTOl xC11SgA9EGW 5cgmJsXJI FRonbk MBWONF HEHU3WAD 6 f

9CBt YpyeqE5EGSp&w7KbPI c2uF4uvE8C00s UKVEVWKRpf sw8g33gdSS+anpUnwo5J
& wnCTvxnab6g9pKDXxAl ygbj BzcncuQycOpr mixWif j 8Akx AKEA65UXf 9qC6e70
PCAJZHuun348SNSe7g8i oUQ gFoTI NFU7qqj x GKJAXbL5YAXe+C8y8Cvukl | E3Yz
3U9sgGa+GQBAMDP+A/ Cpg2Dzy! Tvwd UQWMSVKHVV23Df 9bBuj Vf 2ZoMPBG+Padc
TRn09pB/ h8kSX549S4s| qG5SohnBs8bD0y8CQGLBdealvB/ t 9r J7wR9i 5Pd/ GgJE
6XhKeKsF3GYHc DuWGaeeZ9kaQaP2LI W dCS1c5n) QvxJxC2Scj ¢/ MH ULXECOB38
Gsq7LKr HPl CNt V4t / MFCskMGTh13u8a8Vy0cOeXLxRi f F8bUI VYNUs x4 SXOmYy Lx
VY21 OSPA04FdM V7 Ny MCQFVGVRLI r HTabOl wu6or RNeeCt | f YE7KwW2wCxLZe+R/

cYWOx6U 7y T7YoRNy9seuZ4i M Mi | K9hSIsB9bnpeO=

————— END RSA PRI VATE KEY-----
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Certificate #2:

¢ Valid since: 2014-11-07

e Reason: Change signature algorithm from md5RSA to shalRSA (to align with minimum modern browser requirements as a "helper” for those
who don't want to configure customized X.509 certificates)

e Fingerprint: f215a701842b8898cf4dd7db978afldeOef7551d

e subject=/O=Unify GmbH & Co. KG/CN=Default Certificate for OpenStage Desk Phone IP - please update

¢ issuer=/O=Unify GmbH & Co. KG/CN=Ro0otCA Certificate for OpenStage/Desk Phone IP - please update

————— BEGA N CERTI FI CATE- - - - -

M | CWTCCAI qgAw BAgl JAM 9FgwbpqTr MAOGCSqGSI b3DQEBBQUAMEE x HDAaBg NV
BAoME1VuaWz5I Edt YkggJi BDby4gS0cx Rz BFBgNVBAMVPI Jvb3RDQSBDZXJ0aWzp
Y220ZSBnb3I1 g T3B!l bl NOYWI LORI ¢2sgUGhvbmJgSVAgLSBwbGVhe2UgdXBK YXRI
VB4 XDTEOMIEwiNz EMNDAWMWO XDT VA MDExX ODEWNDAWW o wa DEc MBo GALUECgWT VWb p
ZnkgR21i SCAM ENvLi BLRzFI MEYGALUEAWW RGVMYXVsdCBDZXJ0aWZpY2F0ZSBm
b31 gT3B!I bl NOYWI | ER ¢2sgUGhvbmJgSVAgLSBuwbGvhc2UgdXBK YXRI M GF MAOG
CSqGSl b3DQEBAQUAAAGNADCBI QKBgQCOD324XQof €91 / WL8XaOvnO+ny LXL7PRj
j Lgsf O Hj nt Oecewsf | AVIz16f i ppT/ ODFZLFdx| 6Tyr NYlvbWyE+Hr kSot | | VEF
W T2Kse0T8037u9xuAl OXxsKOFAV/ aJ+JI f 1APf 6t j K9YVeVQXcFzr bWGDI r VSj 1e
5MGEZI X9p1wl DAQAB0o3Qacj AdBgNVHSUEF] AUBggr BgEFBQC DAQY! KwYBBQUHAW w
EQYJYI ZI AYb4QyEBBAQDAG TWVBOGALUd DgQNBBTSI 3uaEeZSq+mpdz +3dBF7Nkf p
9z Af BgNVHSMVEGDAWIBQk s nBPgBF/ zK5Yn/ i nQGsJd1ky Yt TANBgkghki GOWOBAQUF
AAOBgBU qCg+8+t mOGHf / enpei 1JgZCGBt beaRel i j LglxoohAzCv7RPO/ r Zi nol
4Kag/ mJl 7x/ NMS/ 5Spc7j f cEl G pl kxj Vsgl Gsj nmt d1gkFXs7eWr38aQSCxb3Dcw
Qrsi CAWMALZDOh! bC nuR2sEDpi LPKuFPZZHBf Th9r YWCMXt oDw==

----- END CERTI FI CATE- - - - -

----- BEA N RSA PRI VATE KEY-----

M | CWM BAAKBgQUOD324XQof €91 / WEL8XaOvnO+nmyLXL7PRj j Lgsf § H nt Oecew
6f 1 AVJz16fi ppT/ ODFZLFdx| 6 Tyr NYIlvbW E+Hr kSot | | VEf wT2Kse0T8037u9x
UAl OxsKOFAV/ aJ+JI f 1APf 6t | K9YVeVQXcFzr bWGEDI r VSj 1e5nGZIX9p1wi DAQAB
AoGAKzhosf 9LRRAgmmx| agYYwo3k CAvTRLENT yI 9k9JRNVPvV 7bFqVaQKLvnr TSL
JpVu4d3Kup/ | | Vgv+Lws8s5l sz/ t 7GIf t xk7/ mLHz SXx0JnsBow6HPAI Hv1wPbLj k
Yl aC58bzour 8t 409WWHFQxdFMVHdAs/ h1ulx0BUqUI sf vbk CQQDf KFRw 3ZTHr AO
h6k YuXWwmrKp6B1UnFDHx Tocqy! zQUpdv1xd76+0BWjglTeZVdi RLIHKAnNnmMCt D
PM2zFXi | AKEAzZo9wt BewsLZgpl SMhogeYZ/ DELNQGKr | XKA3I DE6Fi gYk2r zKLNX
2KRLTs| KgWgH R3BV5aW KdQNg/ ncqTywJ AcBBhr w7gAb3EbdeEf EOQ / vW GIM
RMboceScj ki eJj ODpv9d5LZIEhs DoSkWFUG51R5gwYXLzFJaN26+YbN nQJASNgo
yaxMypeAOKX7| nuuE4qw2 EEbUAf Oc UBFANK6ZRQx Tt V6/ BDOWH esuGXt xj qt O Z
j i gWQCsdccCT9h9QLWIAYOf w7 Kt CSOP+yy QH8ywhpdLi X5¢ TwiwK19wb+bwitucL
G j kghVFdW FUNz KDZI 7 Pg9VB709RYpwiruy OKj 0ZQ==

----- END RSA PRI VATE KEY-----

Certificate #3:

Valid since: 2015-09-07

Reason: LE-Split (new name: Unify Software and Solutions)

Fingerprint: 0a02d7f037ce46fb6f4afa8dae216a909c85f054

subject=subject=/O=Unify Software and Solutions GmbH & Co. KG/CN=Default Certificate for OpenStage and Desk Phone - please update
issuer=/O=Unify Software and Solutions GmbH & Co. KG/CN=Root CA Certificate for OpenStage and Desk Phone - please update

————— BEGA N CERTI FI CATE- - - - -

M | CODCCAl 2gAW BAgl JAL3Bj 6ck+xDi MAOGCSqGS! b3DQEBBQUAM GAMIMMVIQYD
VQQKFCpVbmi nmeSBTh2z0d2Fy ZSBhbnQyU29sdXRpb25z1 Edt YkggJdi BDby4gSOcx
STBHBgNVBAMIQFJvb3QyQQEg@Vydd maVWwhdGUgZndy | EQwZVB TdGFnZSBhbQy
RGVzayBQa@uZSAt | HBs ZWFz ZSB1c GRhd GuntHhc NMTUWOTA3MIT LMTE4Whe NVE gx
MIE4AMTI 1MIE4AW CBgDEz MDEGALUEChQuWW\bpZnkgU29mdHdhe g YWk I FNvbHVO
aVWucyBHbW I | CYgQ8ul Et HMUkwRwYDVQQDEOBEZWZhdWkOI ENI cnRpZm j YXRI

| GZvci BPcGVUU3RhZ2Ug YWk ERI c2sgUGhvbmugLSBwhGVhc2UgdXBKYXRI M Gf

MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBgQC/ Wit pnCSOni W 6 UbUEL 3bc DBy 3gnL
Ti J3bH+f se66d8Zd1CRj 4A/ Bbei c4nEvJ98j vDAevF19zD7Z+ei xekAl uuS| gPf v
KU pbf eRl 5ZHvql | | oKn2TDM / oG Fl 1Ybz+u7eH5gYPXDi pHi wBP4j s+Cr ZgS4w
NbmO0s 1s+YTt GQl DAQABo3Qacj AdBgNVHSUEF] AUBggr BgEFBQe DAQYI KwYBBQUH
A WEQYJ Y1 ZI AYb4QyEBBAQDAgG TWIVBOGAL Ud Dg QBB 0 UnVPEANT YXi ModBehsK
XNPo3j Af BgNVHSMEGDAWIBQI/ / 4Tq6xNi GynoYuYaTowAn7PDz ANBgkghki GOwOB
AQUFAAOBgQCr SF3Rsut ryl Xy1Nn2VI UeYBi F9i f SHobGOR9x 7f 0j Jd DBGCOETEOV
M6sTxj f gPl TNy SkR55A5vz8+ad307Y8ovM t kcxLEzanr 5TxxApzi 0Qul Sxf Nt 2M
Qbnohi N2VxVEWIUW abyo4nmx5sr gWWwni ¢ YBVDKex 900k OXM nSoRw==

----- END CERTI FI CATE- - - - -



----- BEG N RSA PRI VATE KEY-----

M | Cdwi BADANBgkghki GOWOBAQEFAASCANEWYgJdAgEAAOGBAL 9aaunyJ| 6eJZ/ p
Rt QQvdt wivHLeCct O ndsf 5+x7r p3x| 3UJGPgD8Ft 6Jzi YS8n3y CBMB68XX3MPt n5
6LF6QCWS5KWA9+8pT+I t 95E]j | ke+oi Ui ggf ZMMN +g6MAKVhv P67t 4f nBg9c OKke
LAE/ i Oz4Kt mBLj AluY7SzW5hQ0ZAgMVBAAECY YBr HWQnqwEbz KOnGgClaWe9/ sl A
1 8b7xZt Inr S+Yk4ul 4mLUGGT vCS6MEDWL2CNI GUOWLZy 82kj TEt D5r yvFI t Hn3
DvN Maf zt TAbRnf Nsc8i Oel 6uPj PO5r x8DI XCwivjpi XTFHSTnT B5epWsv6uy Vh6u
G qbSwivt nuvnf 1XnAQIBAPWIM ANv Hphx gBsvR4eDaXOp5xHgXwwr i 1sXZRKi 5LS
PXai z3i ebagDTx( 9sVbzNYJr SYJI TATenJQd2! | L4k CQQDHeaHUUK4a9TAO+Tur
r MWW HRR7c+oPf SOl +GLhSRqvM/5ul Cyr 6] azAXHB7t Hgl dYe3D8l a7CRO/ wiBf f 0
j VORAKEAMUSNPIFNy Cps Qg&24Av3chTRai / e2++QTuv/ Jd2Kx3j 1j ZpCVIOWL6A+
vXG F+i MHK3QBAHNKI 2HRcA4hDsceQIBAJf XVI9OF EzEEGRkJ60kpc5cx14GSE/ NO
j hp2TsLkg67wMBXps 1XRbyh2C6PQ 9f aq7h35q7uxeOvYwM | / aS5MPECQBI i yawY
pPb8UyblocFQrzmAbSh1l RNQ W dk0Z1Zf OmmnLXOl KAEBhbQFSR/ Yi PDF8j PHt a
ai NmLcaHEK8nSCO=

----- END RSA PRI VATE KEY-----

Affected Products

See OBS0-1511-02.

Recommended Actions

When accessing a phone's web based management interface using https://<dnsname-or-ip-address-of-the-phone>: If the browser alerts you that one
of these certificates are used, then the phone has not yet been configured with a suitable TLS server certificate to establish an encrypted and
authenticated session.

In such situations, do not logon to the phone if there is a risk that untrusted 3rd parties may be able to intercept the communication between your
browser and the device. This especially applies when you connect to the phone via the Internet.

Although your session would still be encrypted, the phone's authenticity could not be validated by your browser, so it could also be a 3rd party user or
system who pretends to be the phone; therefore you should treat the https session as if it were a http session only.
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Revision History
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