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Summary

This appendix to Unify Security Advisory OBSO-1511-02 includes the certificates (incl. their private keys) as used by default on all OpenStage /
OpenScape Desk Phone IP phones provided by Unify.

Important Note: It is usually not advised to publish private keys associated with any X.509 certificate!
This document however emphasizes that these particular private keys are treated as "compromised by design". Therefore, the associated certificate
should never be considered trusted.

For more information refer to Unify Security Advisory OBSO-1511-02 at https://www.unify.com/security/advisories

Vulnerability Details

Certificate #1:

Valid since: 2013-10-15
Reason: Initial creation due to Company Rebrand (Siemens Enterprise Communications -> Unify)
Fingerprint: 2a370dcbc318c5d6178a7f7bd00530ca99276f3e
subject=/C=  /O=Unify GmbH & Co. KG/CN=Default Certificate for OpenStage/Desk Phone IP - please update
issuer=/C=  /O=Unify GmbH & Co. KG/CN=Root CA Certificate for OpenStage/Desk Phone IP - please update

-----BEGIN CERTIFICATE----------END CERTIFICATE-----
-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----
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Certificate #2:

Valid since: 2014-11-07
Reason: Change signature algorithm from md5RSA to sha1RSA (to align with minimum modern browser requirements as a "helper" for those
who don't want to configure customized X.509 certificates)
Fingerprint: f215a701842b8898cf4dd7db978af1de0ef7551d
subject=/O=Unify GmbH & Co. KG/CN=Default Certificate for OpenStage Desk Phone IP - please update
issuer=/O=Unify GmbH & Co. KG/CN=RootCA Certificate for OpenStage/Desk Phone IP - please update

-----BEGIN CERTIFICATE----------END CERTIFICATE-----
-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----

Certificate #3:

Valid since: 2015-09-07
Reason: LE-Split (new name: Unify Software and Solutions)
Fingerprint: 0a02d7f037ce46fb6f4afa8dae216a909c85f054
subject=subject=/O=Unify Software and Solutions GmbH & Co. KG/CN=Default Certificate for OpenStage and Desk Phone - please update
issuer=/O=Unify Software and Solutions GmbH & Co. KG/CN=Root CA Certificate for OpenStage and Desk Phone - please update

-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----

Affected Products

See OBSO-1511-02.

Recommended Actions

When accessing a phone's web based management interface using https://<dnsname-or-ip-address-of-the-phone>: If the browser alerts you that one
of these certificates are used, then the phone has not yet been configured with a suitable TLS server certificate to establish an encrypted and
authenticated session.

In such situations, do not logon to the phone if there is a risk that untrusted 3rd parties may be able to intercept the communication between your
browser and the device. This especially applies when you connect to the phone via the Internet.
Although your session would still be encrypted, the phone's authenticity could not be validated by your browser, so it could also be a 3rd party user or
system who pretends to be the phone; therefore you should treat the https session as if it were a http session only.

References

Unify Security Advisory OBSO-1511-02

Revision History

2015-11-30: Initial release

Advisory ID: OBSO-1511-02-A (a=126), status: general release
Security Advisories are released as part of Unify's Vulnerability Intelligence Process. For more information see https://www.unify.com/security/advisories.
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The information provided in this document contains merely general descriptions or characteristics of performance which in case of actual use do not always apply as described or which may change as
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are subject to change without notice.
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