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Summary

Update #1:

Analysis showed that UC applications are not affected.
 

Spring Framework contains a flaw in the spring-messaging module that is triggered during the handling
of a specially crafted message. This may allow a remote attacker to potentially execute arbitrary code.

Details

Spring Framework, versions 5.0 prior to 5.0.5 and versions 4.3 prior to 4.3.15 (CVE-2018-1270) / prior
to 4.3.16  (CVE-2018-1275)  and older unsupported versions allow applications to expose STOMP over
WebSocket endpoints with a simple, in-memory STOMP broker through the spring-messaging module.
A malicious user (or attacker) can craft a message to the broker that can lead to a remote code
execution attack.

Vulnerable Spring Framework versions expose STOMP clients over WebSocket endpoints with an in-
memory STOMP broker through the 'spring-messaging' module, which could allow an attacker to send
a maliciously crafted message to the broker, leading to a remote code execution attack
(CVE-2018-1270).

https://thehackernews.com/2018/04/spring-framework-hacking.html

Spring Framework, versions 5.0 prior to 5.0.5 and versions 4.3 prior to 4.3.16 and older unsupported
versions, allow applications to expose STOMP over WebSocket endpoints with a simple, in-memory
STOMP broker through the spring-messaging module. A malicious user (or attacker) can craft a
message to the broker that can lead to a remote code execution attack. This CVE addresses the partial
fix for CVE-2018-1270 in the 4.3.x branch of the Spring Framework. (CVE-2018-1275).

Affected Products

Unify products affected with a fix available:
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Circuit Backend Services 

Use Circuit Operations Node 1.10.96.0 or later.

Fix is available in Sprint 96
 

Circuit Clients: 

Use Circuit Provisioning Agent 0.8.11 or later

 

Unify products affected with a fix in work

Composer

 

All other products are not affected because they either do not use Spring Framework or do not
use Websockets.

Recommended Actions

For products affected:
Update to the latest version available.

References

https://spring.io/blog/2018/04/05/multiple-cve-reports-published-for-the-spring-framework

https://thehackernews.com/2018/04/spring-framework-hacking.html

https://www.us-cert.gov/ncas/bulletins/SB18-099

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-1270   
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2018-1275

https://pivotal.io/security/cve-2018-1270
https://pivotal.io/security/cve-2018-1275

https://spring.io/blog/2018/04/03/spring-framework-5-0-5-and-4-3-15-available-now
https://spring.io/blog/2018/04/05/spring-boot-2-0-1-available-now
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Advisory: OBSO-1805-01, status: general release
Security Advisories are released as part of Unify's Vulnerability Intelligence Process. For more information see https://www.unify.com/security/advisories.
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