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Google WebRTC RTCPeerConnection Object Handling Use-after-free Arbitrary
Code Execution (CVE-2019-6211)
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Last Update: 2019-03-04 17:56:29

Summary

Google WebRTC contains a use-after-free error that is triggered when handling a specially crafted
RTCPeerConnection object. This may allow a context-dependent attacker to dereference already freed
memory and potentially execute arbitrary code.

Details

This vulnerability allows remote attackers to execute arbitrary code on vulnerable installations of Apple
Safari. User interaction is required to exploit this vulnerability in that the target must visit a malicious
page or open a malicious file.

The specific flaw exists within the handling of RTCPeerConnection objects. The issue results from the
lack of validating the existence of an object prior to performing operations on the object. An attacker
can leverage this vulnerability to execute code in the context of the current process.

https://www.zerodayinitiative.com/advisories/ZDI-19-127/

Fixed in Apple IOS 12.1.3

Fixed in macOS  10.14.3

Affected Products

Affected products

Circuit Mobile Client (IOS)

According to https://support.apple.com/en-us/HT209443 this issue affected iOS devices but was
addressed in the iOS update 12.1.3 released January 22, 2019.
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Not affected products:

Circuit Mobile Client (Android)

Branch/ SBC

myPortal@work

 

All other products do not use WebRTC

Recommended Actions

Apply iOS update 12.1.3 for Circuit Mobile Client (IOS)

References

https://support.apple.com/en-us/HT209443

https://support.apple.com/en-us/HT209446

https://www.zerodayinitiative.com/advisories/ZDI-19-127/

https://seclists.org/fulldisclosure/2019/Jan/62
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