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Summary

OpenScape 4000 Assistant versions V8R2, V8R1, V7R2.24 and earlier are affected by two security
vulnerabilities that are both rated medium.
Administrative access is required in order to exploit the vulnerabilities. Refer to the Details for more
information.

Details

1. File permission vulnerability

A file permission vulnerability has been detected in OpenScape 4000 Assistant that may allow an
attacker with admin credentials to modify or delete system files.

The vulnerability is rated medium with a CVSS score of 6.6
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H

2. Cross site scripting vulnerability

A cross site scripting (XSS) vulnerability has been detected in OpenScape 4000 Assistant that may
allow an attacker with admin credentials to inject commands into the web application.

The vulnerability is rated medium with a CVSS score of 6.4
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H
 

Affected Products

OpenScape 4000 Assistant versions V8R2, V8R1, V7R2.24 and earlier

Recommended Actions
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Implement OpenScape 4000 Assistant Hotfix V8 R2.22.7 or upgrade to V10 R0.

Customers using OpenScape 4000 V7 are advised to upgrade to V8 R2 (plus Assistant HF V8 R2.22.7)
or V10 R0.
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