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Security Advisory Report - OBS0O-2006-02

OpenScape 4000 Assistant vulnerabilities

Release Date: 2020-06-10 15:41:08
Last Update: 2020-06-10 18:14:06
Summary

OpenScape 4000 Assistant versions V8R2, V8R1, V7R2.24 and earlier are affected by two security
vulnerabilities that are both rated medium.

Administrative access is required in order to exploit the vulnerabilities. Refer to the Details for more
information.

Details
1. File permission vulnerability

A file permission vulnerability has been detected in OpenScape 4000 Assistant that may allow an
attacker with admin credentials to modify or delete system files.

The vulnerability is rated medium with a CVSS score of 6.6
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H

2. Cross site scripting vulnerability

A cross site scripting (XSS) vulnerability has been detected in OpenScape 4000 Assistant that may
allow an attacker with admin credentials to inject commands into the web application.

The vulnerability is rated medium with a CVSS score of 6.4
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H

Affected Products

OpenScape 4000 Assistant versions V8R2, VBR1, V7R2.24 and earlier

Recommended Actions
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Implement OpenScape 4000 Assistant Hotfix V8 R2.22.7 or upgrade to V10 RO.

Customers using OpenScape 4000 V7 are advised to upgrade to V8 R2 (plus Assistant HF V8 R2.22.7)
or V10 RO.

References

Advisory: OBS0O-2006-02, status: general release
Security Advisories are released as part of Unify's Vulnerability Intelligence Process. For more information see https://www.unify.com/security/advisories.

Contact and Disclaimer

OpenScape Baseline Security Office
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The information provided in this document contains merely general descriptions or characteristics of performance which in case of actual use
do not always apply as described or which may change as a result of further development of the products. An obligation to provide the
respective characteristics shall only exist if expressly agreed in the terms of contract. Availability and technical specifications are subject to
change without notice.
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All other company, brand, product and service names are trademarks or registered trademarks of their respective holders.
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