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Input validation vulnerability within OpenScape 4000 Assistant/Manager
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Summary

A difficult to exploit input validation vulnerability in OpenScape 4000 Assistant and Manager may allow
an attacker to get administrative access to an OpenScape 4000 system.

The vulnerability is rated high.

Details

In order to exploit the vulnerability an authenticated attacker requires network access, interaction of the
user and additional pre-conditions need to be fulfilled.

A successful attack impacts availability and integrity of the system and may allow an attacker to get
administrative access.

The vulnerability is rated high with a CVSS score of 7.6

https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:H/Il:H/A:H

Affected Products

OpenScape 4000 Assistant and Manager V10, V8 and earlier versions

Recommended Actions

Update OpenScape 4000 Assistant/Manager with the following hotfixes:

e V10 R0.28.3
e V8 R2.22.10



https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:H/I:H/A:H
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