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Security Advisory Report - OBSO-2203-03

Path Traversal vulnerability within Atos Unify OpenScape Deployment Service

Release Date: 2022-03-16 14:45:30

Last Update: 2022-03-23 14:39:40

Summary

A Path Traversal vulnerability was discovered in Atos Unify OpenScape Deployment Service, which can
be exploited to view the contents of arbitrary files on the local file system. An unauthenticated attacker
might be able to obtain sensitive files that may allow him to compromise the underlying application.

The vulnerability is rated high. If the OpenScape Deployment Service is publicly exposed the risk is rated
high.

Details

The vulnerability is rated high with a CVSS3.1 score of 7.5
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Affected Products

Products confirmed affected

Atos Unify OpenScape Deployment Service V7  before V7.0 R3.88.5 "HI-DLS7R3.527.05"  and V10
before V10 R2.2.0 "HI-DLS10R2.625.00"

Products confirmed not affected

Atos Unify OpenScape Deployment Service V7.0 R3.88.5 "HI-DLS7R3.527.05"  /  V10 R2.2.0 "HI-
DLS10R2.625.00" and higher

Recommended Actions

Update to version V7.0 R3.88.5 "HI-DLS7R3.527.05 " / V10 R2.2.0 "HI-DLS10R2.625.00" or higher

Workarounds:

If you have OpenScape Deployment Service publicly exposed deactivate public access to the
system until the fix has been applied

 

https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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Advisory: OBSO-2203-03, status: general release
Security Advisories are released as part of Atos Unify's Vulnerability Intelligence Process. For more
information see https://www.unify.com/security/advisories.
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only exist if expressly agreed in the terms of contract. Availability and technical specifications are subject
to change without notice.
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