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PUBLIC - FOR EXTERNAL USE: (TLP: WHITE)

Subject to standard copyright rules, TLP:WHITE information may be distributed without
restriction.

Security Advisory Report - OBSO-2303-02

Command injection vulnerability in Atos Unify OpenScape SBC, Atos Unify
OpenScape Branch and Atos Unify OpenScape BCF

Status: Update Release

Release Date: 2023-03-28 06:26:52

Last Update: 2023-05-08 22:27:10

Version: 1.2

Summary

A command injection vulnerability has been identified for Atos Unify OpenScape SBC, Atos Unify
OpenScape Branch and Atos Unify OpenScape BCF. The vulnerability may allow an authenticated
attacker with network access to the admin interface and admin privileges to compromise the
confidentiality and integrity and availability of the system.

The severity of the vulnerability is rated high to medium.

Customers are advised to update the systems with the available fix release as quickly as possible.

We'd like to thank milCERT AT for disclosing and supporting us to remediate the issue.

Details

The vulnerabilities have been privately disclosed by milCERT AT. There are currently no known public
exploits.

CVSS3.1  Base score: 7.2 (high)
CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

CVSS3.1  Environmental score: 6.3 (medium)
CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C/CR:L/IR:L/AR:H/MAV:A/MAC:L/MPR:
H/MUI:N/MS:U/MC:H/MI:H/MA:H
Based on the following assumptions
- no known public exploits
- interface is usually not exposed to the internet
 

https://www.cisa.gov/tlp
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
https://CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C/CR:L/IR:L/AR:H/MAV:A/MAC:L/MPR:H/MUI:N/MS:U/MC:H/MI:H/MA:H
https://CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C/CR:L/IR:L/AR:H/MAV:A/MAC:L/MPR:H/MUI:N/MS:U/MC:H/MI:H/MA:H
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Affected Products

Product statements are related to product versions before End of Support (M44) is reached

Products confirmed affected

Atos Unify OpenScape SBC V10 before version V10R3.2.0 (available) (Note 1)
Atos Unify OpenScape Branch V10 before version V10R3.1.2 (available)
Atos Unify OpenScape BCF V10 before version V10R10.7.0 (available as eeQA-FT)

Additional Notes

Note 1: Original fix version V10R3.1.3 has been declared obsolete proactively due to a SSP specific
functional issue reported from the customer field.

Recommended Actions

Workarounds:

Disable low-privileged accounts (e.g guest account) or disable ssh access for the accounts
Make sure root account is not accessible via ssh
Restrict external ssh access to a single account
Do not publicly expose the admin interface of the affected systems
Implement best practice configuration for OpenScape Session Border Controller published
in OBSO-2110-01 Atos Unify Product Security Configuration Note
Restrict access to the SBC admin interfaces through a firewall to known IP-addresses to reduce the
exposure

Mitigations:

Apply the patches that are available for the respective product

References

OBSO-2110-01 Atos Unify Product Security Configuration Note

Version Change History

Version Date Description
1.0 28.03.2023 - Initial version

1.1 29.03.2023
- Issue is fixed in Atos Unify OpenScape BCF V10R10.7.0
(available as eeQA-FT)

1.2 08.05.2023
-  OpenScape SBC V10R3.1.3 has been declared
obsolete, new fix version is OpenScape SBC V10R3.2.0

https://networks.unify.com/security/advisories/OBSO-2110-01.pdf
https://networks.unify.com/security/advisories/OBSO-2110-01.pdf
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Advisory: OBSO-2303-02, status: update release
Security Advisories are released as part of Atos Unify's Vulnerability Intelligence Process. For more
information see https://www.unify.com/security/advisories.

Contact and Disclaimer

OpenScape Baseline Security Office
obso@atos.net
© Unify Software and Solutions GmbH & Co. KG 2023
Otto-Hahn-Ring 6
D-81739 München
www.unify.com

The information provided in this document contains merely general descriptions or characteristics of
performance which in case of actual use do not always apply as described or which may change as a
result of further development of the products. An obligation to provide the respective characteristics shall
only exist if expressly agreed in the terms of contract. Availability and technical specifications are subject
to change without notice.
Unify, OpenScape, OpenStage and HiPath are registered trademarks of Unify Software and Solutions
GmbH & Co. KG.

All other company, brand, product and service names are trademarks or registered trademarks of their
respective holders.
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