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restriction.

Security Advisory Report - OBSO-2401-03

Command injection vulnerability in Atos Unify OpenScape Business V3

Status: General Release

Release Date: 2024-01-31 07:52:54

Last Update: 2024-01-31 07:52:54

Version: 1.0

Summary

A Command injection vulnerability has been identified in the MyPortal@Work application of Atos
OpenScape Business which, if successfully exploited, could allow a malicious actor to execute arbitrary
scripts on a client machine.

The severity is rated high.

Customers are advised to update the systems with the available fix release.

Details

CVSS3.1  Base score: 8.9 (high)
CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:L/CR:H/IR:H/AR:H/MAV:L/MAC:L/MPR:L/MUI:N/MS:U/M
C:H/MI:H/MA:H

Affected Products

Product statements are related only to supported product versions. Products which have reached End of
Support (M44) status are not considered.

Products confirmed affected

OpenScape Business V3 before V3 R3.0.0_463 (available)

Recommended Actions

https://www.cisa.gov/tlp
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:L/CR:H/IR:H/AR:H/MAV:L/MAC:L/MPR:L/MUI:N/MS:U/MC:H/MI:H/MA:H
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:H/A:L/CR:H/IR:H/AR:H/MAV:L/MAC:L/MPR:L/MUI:N/MS:U/MC:H/MI:H/MA:H
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Customers are advised to update the systems with a fixed version. There are no workarounds available.

References

Version Change History

Version Date Description
1.0 31.01.2024 - Initial release

Advisory: OBSO-2401-03, status: general release
Security Advisories are released as part of Mitel Unify's Vulnerability Intelligence Process. For more
information see https://www.unify.com/security/advisories.
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